
Cybersecurity Lab II

Lab 12



Three Tasks
• Implement a loadable kernel module (to perform packet filtering)
• Implement:

• stateless firewall
• stateful firewall
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Task 1 Setup
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Firewall VM

We will run the LKM Run ping, telnet, etc.

User VM



Task 1
• Run provided code: 

• block outgoing telnet traffic

• Implement two new hook functions to block:
• the firewall VM from pinging 8.8.8.8
• other machines from pinging the firewall VM
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Task 1: Writing the Logic
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unsigned int yourFilter(void *priv, struct sk_buff *skb,
const struct nf_hook_state *state)

{
// Some Parsing
iph = ip_hdr(skb);

if (some_condition) {
return NF_DROP;

}
return NF_ACCEPT;

}



Task 1: Registering the hook
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static struct nf_hook_ops yourFilterHook;

int addFilters(void) {
yourFilterHook.hook = yourFilter; 
yourFilterHook.hooknum = <HOOK_NUM>;
yourFilterHook.pf = PF_INET;
yourFilterHook.priority = NF_IP_PRI_FIRST;

// Register the hook
nf_register_net_hook(&init_net, &yourFilterHook);
return 0;

}

NF_INET_PRE_ROUTING 
NF_INET_LOCAL_IN 
NF_INET_FORWARD 
NF_INET_LOCAL_OUT 
NF_INET_POST_ROUTING

What is init_net?



Network Namespace (netns)
• A netns is a copy of the network stack:

• With its own routes, firewall rules, etc.

• Defining routing tables and firewall rules per netns
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Netns1 Netns2 Netns3



Network Namespace (netns)
• init_net is the initial netns in Linux

• nf_register_net_hook(&init_net, &yourFilterHook):
• We register the hook to the initial netns
• The rules will be applied to all traffic in this netns
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Task 1: Registering the hook
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static struct nf_hook_ops yourFilterHook;

int addFilters(void) {
yourFilterHook.hook = yourFilter; 
yourFilterHook.hooknum = <HOOK_NUM>;
yourFilterHook.pf = PF_INET;
yourFilterHook.priority = NF_IP_PRI_FIRST;

// Register the hook
nf_register_net_hook(&init_net, &yourFilterHook);
return 0;

}

NF_INET_PRE_ROUTING 
NF_INET_LOCAL_IN 
NF_INET_FORWARD 
NF_INET_LOCAL_OUT 
NF_INET_POST_ROUTING

void rmFilters(void) {
nf_unregister_net_hook(&init_net, &yourFilterHook);

}



Task 1: Initialize the module
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module_init(addFilters);
module_exit(rmFilters);



Task 2 and Task 3
• Writing stateless and stateful firewall rules:

• Protect an internal network
• Protect internal services
• Ensure that initiated connections from internal network are not blocked

• We will use IPMininet

• iptables: https://linux.die.net/man/8/iptables
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https://linux.die.net/man/8/iptables


IPMininet
• An emulation tool to experiment with IPv4 and IPv6 networks
• Built on top of mininet; an SDN emulation tool

• These tools enable you to:
• Create various components: routers, hosts, and links
• Control link bandwidth and delay
• Create subnets
• Run various routing protocols
• …

on a single machine using simple Python APIs!
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IPMininet
• Hosts and routers are processes
• Routers using existing software tools such as FRR (zebra, ospfd, 
ospf6d, bgpd, staticd)

• These daemons run “inside” the routers!

• You control them by simple APIs
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Installing IPMininet
• Vagrant (Recommended)

$ cd <WORK_DIR>
$ vagrant init ipmininet/ubuntu-20.04
$ vagrant up
$ vagrant ssh

• Manual
• time consuming and may break dependencies

• Both are OK for the lab
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IPMininet APIs: Overview
• Main class called IPTopo

• To create a new topology, you inherit from that class
• E.g., class MyNewTopo(IPTopo)

• To build the actual topology, you override the build function
• You can add:

• routers: addRouter, addRouters
• links: addLinks, addLink
• host: addHost
• subnet: addSubnet
• daemon: addDaemon
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Task 2 and Task 3: IPMininet Setup

16

r1r2

h11

h2

h12 h13 h14

Internal Network

External Network

iptables



Switch-based Approach
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Not used for this lab



IPMininet APIs: Subnets
self.addSubnet(nodes=[…], subnets=[…])
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r1h1



IPMininet Command Line
• Run your program using sudo
• Will open a new prompt
mininet> 

• Explore available commands using help
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iptables: Commands
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Goal Command
Specify a table -t <table>
Append a rule to a chain -A <chain> <rule_spec>
Delete a rule from a chain -D <chain> <rule_spec>
Show packet count -L <chain> -v
List rules -L [chain] [-t table]
Flush rules -F [chain] [-t table]
Insert a rule to a chain -I <chain> [rule-number]



iptables: Parameters
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Goal Parameter
Protocol -p <protocol>
Jump to target -j <target>
Input interface -i <intf>
Output interface -o <intf>
Source -s <src>
Destination -d <dst>
Extended match module -m <module>



iptables: Connection Tracking
• Make sure that conntrack-tools is installed at your Vagrant VM

• (Instructions in the document)

• --cstate: NEW, RELATED, ESTABLISHED
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Installing iptables Rules in IPMininet
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r1_rules = [Rule('-A OUTPUT -j DROP')]
r1.addDaemon(IPTables, rules=r1_rules)



Questions?
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