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2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733



https://coursys.sfu.ca/2025sp-cmpt-733-g1/pages/

/
Whether Tom can get admitted by

a university

A lot of dat
T \ Whether Tom can get an offer from
A lot of data-driven a company

decisions < Whether Tom can get a loan
from a bank

A lot of ML/Stats

methods Whether Tom can express his option

on a website

Whether Tom can be treated properly
in a hospital

\_

2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733




* Information is “news, facts, or knowledge” — Cambridge Dictionary

* “Knowledge is power” — Francis Bacon

* “with great power comes great responsibility’” — Uncle Ben
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Data — responsibility

e The Massachusetts Governor

e Name Privacy Breach [sweeney JUFKS 2002]
e Address e 87 % of US population uniquely
* Date identified using ZipCode, Birth
Registered Date, and Sex.
* Party e Governor of MA uniquely
affiliation identified
e Date last
voted

Name linked to Diagnosis
Medical Data  Voter List

2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733



Data — responsibility

WHAT GOOGLE e Google knows you more than
yourself

BROWSE HISTORY VIDEOS WATCHED LOCATION VISITED CONTACT
WEBSITE VISITED & UPLOADED PLACES SEARCHED CONVERSATIONS

+ 0 GCm

PEOPLE AND UPCOMING PLANS QUERIES CONTACT
PEOPLE TAGGED & APPOINTMENTS SEARCHED EMAIL SENT

> 4

APPS SEARCHED ADS CLICKED FILES NEWS SITES
CLICKED ON INTERESTS UPLOADED VISITED

@roomofbusiness
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Data — responsibility

Facebook political microtargeting at
center of GDPR complaints in Germany In its latest piece of strategic

litigation, the precision-
punching European privacy
rights campaign group noyb has
used data donated by users of
the ‘Who Targets me’ browser
extension, which analyzes
political microtargeting on
Facebook, to build a case
against every political party in
Germany — for what it alleges
is unlawful processing of voters’
personal data via Facebook’s
adtech platform during the
2021 federal elections.

Natasha Lomas @riptari / 2:00 AM EDT « March 21, 2023 C] comment

https://techcrunch.com/2023/03/20/facebook-political-ads-germany-gdpr-complaints-noyb/
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Data > responsibility

JPUBLICA Y ® Donate

In 2016, 2 team of journalists from ProPublica
constructed a dataset of more than 7000 individuals
arrested in Broward County, Florida between 2013
and 2014 in order to analyze the efficacy of
COMPAS.

In addition, they collected data on future arrests for
these defendants through the end of March 2016.

“<...>was rated high risk for future crime
after she and a friend took a kid’s bike and
scooter that were sitting outside.

She did not reoffend.”

Correctional Offender Management Profiling for
Alternative Sanctions, or COMPAS

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
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Data — responsibility

REUTE Rs World Business Markets Breakingviews Video More

* ““Everyone wanted this holy grail,” one of the people
said. “They literally wanted it to be an engine where I'm
going to give you 100 resumes, it will spit out the top Amazon scraps secret Al recruiting tool that
five,and we'll hire those.” showed bias against women

RETAIL OCTOBER 10, 2018 / 4:04 PM / UPDATED 4 YEARS AGO

* But by 2015,the company realized its new system was
not rating candidates for software developer jobs and
other technical posts in a gender-neutral way.

By Jeffrey Dastin 8 MIN READ f v

SAN FRANCISCO (Reuters) - Amazon.com Inc’s AMZN.O machine-learning

* That is because Amazon’s computer models were
trained to vet applicants by observing patterns in
resumes submitted to the company over a |0-year
period. Most came from men, a reflection of male
dominance across the tech industry.”

https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-
secret-ai-recruiting-tool-that-%20showed-bias-against-women-idUSKCN1MK08G/

2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733




' Transparency - Data
Science that provides
transparency: How to clarify

answers such that they

Confidentiality - Data
Science that ensures
confidentiality:

How to answer questions

.
>

. become indisputable? dataina | without revealing secrets? )
Information systems, devices, ... variety of
systems
extract, load, -
automated decisions, transform, e
interpretation by recomrngndatlons, clean, used for
analysts, scientists, predictions, ... anonymize, analytics
doctors, managers, ... de-identify,

@« ) Results 4 N
Fairness - Data Science \ A DATA Accuracy - Data Science |
without prejudice: How to mine, learn, check, ANALYTICS without guesswork:
avoid unfair conclusions visualize, ... How to answer questions
even if they are true? with a guaranteed level of

‘ . accuracy? J

\, v \\ y A

https://redasci.org/
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Overcoming Racial Bias In Al Racial bias in a medical algorithm favors white

Systems And Startlingly Even In atients over sicker black natients
ATSaH Detviing Cars patients over sicker black patients

Al expert calls for end to UK use of

‘ ¥ g ' : Al Bias Could Put Women’s
rac1ally' biased algonthms Lives At Risk - A Challenge For

Gender bias in Al: building Regulators
Bias in Al: A problem recognized but

fairer algorithms still unresolved

Amazon, Apple, Google, IBM, and Microsoft worse at
transcribing black people's voices than white people's with
Al voice recognition, study finds

Millions of black people affected by racial
biasin health-care algorithms When It Comes to Gorillas, Google Photos Remains Blind

Study reveals rampant racism in decision-making software used by US hospitals — Google promised a fix after its photo-categorization software labeled black people as gorillas in 2015. More than two years later, it hasn't found one.

The Week in Tech: Algorithmic Bias Is
Bad. Uncovering It Is Good.

Google ‘fixed' its racist algorithm by removing
gorillas from its image-labeling tech

Artificial Intelligence has a gender bias

. . problem - just ask Siri
The Best Algorithms Struggle to Recognize Black Faces Equally

US government tests find even top-performing facial recognition systems misidentify blacks at rates five to 10 times higher than they do whites.

source:  https://towardsdatascience.com/algorithm-bias-in-artificial-intelligence-needs-to-be-discussed-and-addressed-8d369d675a70
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* Algorithm bias is the lack of fairness that emerges from the output
of a computer system

* Fairness is typically defined in terms of invariance of algorithmic
decisions to variables that considered as sensitive

* Examples of sensitive variables: gender, ethnicity, sexual orientation,
disability, etc.
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What are the sources of bias 9

Original model (Acc = 95.00%)

src: https:/labs.f-

secure.com

src: NYTimes

Adversarial data attacks

Src. nagwa.com amnm

Historical bias in training data M EAS UREMENT ERROR

T knew there
wa.s samsfl\;ns
wrong with this
tape “measure!

src: datacubed.com
-

wodemBeu DJs

Data integration

Selection bias

Model design choices
Hooker, Sara. "Moving beyond “algorithmic bias is a data problem”." Patterns 2.4 (2021): 100241.
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Is my model fair?

2025-03-25

Admit 40% students to MPCS
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* We'd like to learn a cat classifier, which is a function f from the input
space to a class

* In this example, input space = {pictures}, represented as a vector x of pixel
values

* class € {0, 1}
* Ideally,
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* Intuitive question of fairness: are people being treated equally?

* Is our classifier working as well for Persian cats as Russian Blue!?

* What is “treated equally?”

2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733




* What does it mean to be fair in binary classification?

as a cat,

as not a cat
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* Fairness Through Awareness [DHP+12]:

 Similar individuals should be treated similarly
* Require distance metrics for both data points and classification results.
* Add the fairness constraint when minimizing the loss function:

* For all x,y, Dist(f(x), f(y)) = dist(x, y)
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* Only fair ex ante
 Distance metrics are hard to find
* Discriminate groups

* A“fair” model could reject all students in one group
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Female and male applicants are treated differently

2025-03-25

Female

Admit 40% students to MPCS

Admit rate:
20%

Male
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Admit rate:
60%




How to make my model fair?

GPA
High | Low
® | 6 ©
Female i o o Admit rate: 20%
Male @ © E © Admit rate: 60%
D i e

2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733



How to make my model fair?

GPA
High Low

6 ©
Female fan) Admit rate:
/ = 40%
Male ® (@// © Admit rate:

40%

Is it fair?
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Two notions of fairness

Equality Equity
Giving everyone the Giving everyone access to the same
same thing opportunity

el [t |

et (] |
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Department Men Women
Applicants | Admitted | Applicants | Admitted

A 825 62% 108 82%
B 560 63% 25 68% Department
C 325 37% 593 34%
D 417 33% 375 35%
E 191 28% 393 24%
F 373 6% 341 7%

Total 2691 45% 1835 30%
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Fair Classification: Think about some intuitive
definitions of “fairness”

X mm f ) O 0=1 Positive Sensitive attribute S :
0=

S =1 protected

Inputs Decision Outcome S =0 privileged
Procedure
X: Features and qualifications: age, hobbies, test scores, grades, etc.
S: Gender O:Admission Decisions

Other factors:
* D = department they applied to
* Y =Whether they successfully graduate
if they are admitted
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X = [ =) 0=1 Positive Sensitive attribute S :
0

. S =1 protected
=0 Negat
S S =0 privileged

Inputs Decision Outcome
Procedure

X: Features and qualifications: age, hobbies, test scores, grades, etc.

SGender ° Q Q O:Admission Decisions

D: choice of dept.
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* Demographic Parity
* aka. Statistical Parity or Benchmarking

- P(O=1[5=1)=P(O=1|S=0)

Same fraction of admitted males and females

S and O should be marginally independent

O]l S (X,

oaICRT
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* We say that a classifier f has disparate impact (DI) of T (0 <7 < I) if

PO=1]S=1)
<T
P(O=1]15=0)

* The protected class is positively classified less than 7 times as often as the
unprotected class.

* A disparate impact ratio below 0.8 (80%) typically suggests potential unfairness
or discrimination (legal metric used in practice)

* For example, if the fraction of admitted women is less than 80% of the fraction of
admitted men, it signals potential disparate impact
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* Demographic Parity
* aka. Statistical Parity or Benchmarking

- P(O=1[5=1)=P(O=1|S=0)

Same fraction of admitted men and women

S and O should be marginally independent

O]l S (X,

Can it be ensured if decision are not based on S? “
(Fairness through Blindness/unawareness) ° Q Q

Other issues?
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* Demographic Parity
* aka. Statistical Parity or Benchmarking

- P(O=1[5=1)=P(O=1|S=0)

Same fraction of admitted men and women

S and O should be marginally independent
ol s (X

Suppose it happens that one of the S has very

high quality applications than the other, or
applied to a highly competitive department ° Q Q
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e Conditional Statistical
* For any A=a
. IP{O= [|1S=1, A=a}=[|3’{O= || S=0, A=a}

Same fraction of admitted men and women, in each
department Suppose D is admissible

S and O should be marginally independent,
conditioned on D

Ol S|D
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Equal opportunity, true positive rate equality across protected groups
*True Positive Parity: P{O=1[S=1,Y=1}=P{O=1]5=0,Y=1}

Ol S|Y

Among those applicant who (do not)
graduate, the rate of admitted students
should be independent of applicants’ gender.
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Equalized odds, procedure accuracy (error rate) equality and disparate
mistreatment
*False Negative Parity: P{O=0|S=1,Y=1}=P{O=0|S=0,Y=1}
*False Positive Parity: P{O=1[S=1,Y=0}=P{O=1|S=0,Y=0}

Ol S|Y

Among those applicant who (do not)
graduate. the rate of admitted students
should be independent of applicants’ gender.
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Predictive Parity, Outcome Test or Test-fairness or Calibration
* The same predicted positive value (PPV)
P{Y=11S=1,0=I1}=P{Y=1I |S=0, O=1}
P{Y=11S=1,0=0}=P{Y=1 |S=0, O=0}

Y1 S|O

Among those applicant that are admitted,
the rate of those who attain college degree
should be the same for men and women
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Quick summary
Wetic |condionalon | ExampleUse-Cose

Strictly equal outcomes, regardless of

Demographic Parit None e

grap y qualifications
Conditional Statistical Legitimate factors/ . :

: - . Allow legitimate differences
Parity Admissible attributes &
. - Equal true positive rate across groups, ,
Equal Opportunity True positive cases q e .p Al
qualifications matter

: Equal accuracy (error rates) across groups, ,

Equalized Odds True outcomes (labels) g A ) group

qualifications matter
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ToolKits

* https://github.com/fairlearn/fairlearn

== Microsoft
*https://github.com/Trusted-Al/AIF360

https://github.com/tensorflow/fairness-indicators

Google
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AI F360 https://github.com/Trusted-Al/AIF360

Datasets Toolbox

° Fairness metrics (30+)

° Fairness metric explanations

° Bias mitigation algorithms (9+)

<|||

Guidance

Industry-specific tutorials
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Discrimination

A 4

e data unit test
. . Dataset
Bias In the Machine
Learning Pipeline Erternal P
interventions i
Standard Pre-processing
Pre-processing algorithm

Al Faimess by Trisha Mahoney, Kush R.
Varshney, and Michael Hind Copyright
© 2020 O'Reilly Media.All rights

§ | P,

reserved.

Testing Training
NjaIta/ data
.tg'satisjﬁgﬂr‘;’g‘t, In-processing | | Standard

it algorithm training
discrimination

Post-processing | _
algorithm 47/ Classifier /

Reprocess
and/or retrain
2025-03-25




Pre-processing In-processing Post-processing
° Reweighing > Calibrated Equality * ART Classifier
o Disparate Impact of Odds * Prejudice
Remover > Equality of Odds . Ilz\emover
o II;\earning Fair 0 Rejec.t.Op.tion plc*)cs;::essing
epresentations Classification
> Optimized

Preprocessing
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Modify the weights of different training examples such
that

Sex Ethnicity Highest degree Job type Class
M Native H. school Board +
. 't ’
P(admit | Sex =‘Female’) v  nave  unw Board v
M Native H. school Board +
M Non-nat. H. school Healthcare +
] M Non-nat. Univ. Healthcare —
F Non-nat. Univ. Education
F Native H. school Education —
. _— ’
P(adm|t | SeX —_— Male) F Native None Healthcare +
F Non-nat. Univ. Education —
F Native H. school Board +
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Algorithm 3: Reweighing
Input: (D, S, Class)
Output: Classifier learned on reweighed D
1: fors € fM} do
2: force{—,+}do
Lk Wis, &)= X € D| X(S) =s}| x {X € D| X(Class) = c}|
|D| x |[{X € D | X(Class) = c and X(S) = s}|
end for
: end for
: Dy :={}
: for X in D do
Add (X, W(X(S), X(Class))) to Dw
: end for
10: Train a classifier C on training set Dy, taking onto account the weights
11: return Classifier C

VoAU A W

FKamiran and T.Calders,“Data Preprocessing Techniques for Classification without Discrimination,” Knowledge and Information Systems, 2012
(https://link.springer.com/content/pdf/ 1 0.1007%2Fs 101 15-01 1-0463-8.pdf)
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Sex Ethnicity Highest degree Job type Cl; Weight

M Native H. school Board + 0.75 5 %6

M Native Univ. Board + 0.75 10x4 =075
M Native H. school Board + 0.75

M Non-nat. H. school Healthcare + 0.75 5 x4 _ 5

M Non-nat. Univ. Healthcare - 2 10x1

F Non-nat. Univ. Education — 0.67 5 x4

F Native H. school Education — 0.67 10x3 0.67
F Native None Healthcare + 15

F Non-nat. Univ. Education — 0.67 5 %6 ~ 15
F Native H. school Board + 15 10x2
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## import dataset

privileged_groups = [{'sex': 1}]
unprivileged_groups = [{'sex': 0}]

dataset_orig = load_preproc_data_adult(['sex'])

all_metrics = ["Statistical parity difference",
"Average odds difference",
"Equal opportunity difference"]

# Get the dataset and split into train and test

dataset_orig_train, dataset_orig_vt = dataset_orig.split([0.7], shuffle=True)
dataset_orig_valid, dataset_orig_test = dataset_orig_vt.split([@0.5], shuffle=True)

2025-03-25
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# Metric for the original dataset
metric_orig_train = BinarylLabelDatasetMetric(dataset_orig_train,
unprivileged_groups=unprivileged_groups,
‘ privileged_groups=privileged_groups)
display(Markdown("#### Original training dataset"))
print("Difference in mean outcomes between unprivileged and privileged groups = %f" %

T
v/ 0.0s

Original training dataset
Difference in mean outcomes between unprivileged and privileged groups = -0.190244

dataset_orig_train
v/ 0.0s

instance weights features
protected attribute

race sex Age (decade)=10
instance names
391 1.0 0.0 1.0 0.0
1899 1.0 0.0 1.0 0.0
24506 1.0 1.0 1.0 0.0

32816 1.0 1.0 1.0 0.0




from aif360.algorithms.preprocessing.reweighing import Reweighing

RW = Reweighing(unprivileged_groups=unprivileged_groups,
‘ | ‘ ‘ privileged_groups=privileged_groups)
RW.fit(dataset_orig_train)

dataset_transf_train = RW.transform(dataset_orig_train)

dataset_transf_train

v/ 0.0s

instance weights features labels

protected attribute
race sex Age

instance names instance names
391 1.090119 0.0 1.0 391 0.0
1899 1.090119 0.0 1.0 1899 0.0
24506 0.790634 1.0 1.0 24506 1.0
32816 1.090119 1.0 1.0 32816 0.0

47892 1.090119 1.0 1.0 47892 0.0




Balanced Accuracy

0.6
0.751 L 1.0
0.70 |
0.5
0.70 08D =
L0875
@ > @
22 0.65 1 0.4
™ £
0.65 1 - =
10689 2
cg t0.3®
89 0.60 e
0.60 1 4 ]
04T 0.2
] ~
E’m 0.55 E
0.55 1 © o1 ®
r0.2
0.50 : 0.50 1 : r0.0
0.0 02 0.4 0.6 0.8 10 0.0 0.2 0.4 0.6 0.8 1.0
Classification Thresholds Classification Thresholds
classifier trained with original training data classifier trained with reweighted training data

from aif360.explainers import MetricTextExplainer
text_expl_orig = MetricTextExplainer(metric_orig_train)
text_expl_tran = MetricTextExplainer(metric_transf_train)
print(text_expl_orig.disparate impact())
print(text_expl_tran.disparate_impact())

v/ 0.0s

Disparate impact (probability of favorable outcome for unprivileged instances |/ probability of favorable
outcome for privileged instances): 0.3677778370794947

Disparate impact (probability of favorable outcome for unprivileged instances / probability of favorable
outcome for privileged instances): 1.0
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Thinking about your current role, what tasks are most time consuming? (Responses ranked from most to least time consuming)

Data Prep Data Cleaning Data

Visualization

Model Training

Model Reporting and Deploying
Selection Presentations Models

n=1,071
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What are the sources of bias 9

src: NYTimes

Historical bias in training data

src: openaiAcom

Original model (Acc = 95.00%)

Adversarial data attacks

Src. nagwa.com

MEASUREMENT ERROR

src: datacubed.com
-

Selection bias

T knew there
wa.s somsfl\;ns
wrong with this
tape “measure!

Hooker, Sara. "Moving beyond “algorithmic bias is a data problem”." Patterns 2.4 (2021): 100241.

2025-03-25
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src: https:/labs.f-

secure.com

Data integration

Model design choices

wodemBeu DJs




* ML depends on data and data-driven algorithms are only as good as the data they
work with

* Data usually obtained through multiple sources.
* Goes through significant process of cleaning and integration

* Responsible Al requires in the Responsible data pipeline
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* Always important, even more critical for responsible Al

* Incomplete and incorrect data typically hurt minorities, further increasing the
data bias in such cases.

* Example
* Two groups (minority and majority); a small portion belong to the minority
* Asimple task: compute average

* An incorrect majority value does not significantly impact the average
* An incorrect minority value may significantly skew the average
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* Downstream approaches to resolve missing (and unclean) values can further
increase bias in data

* Example (two resolution strategies)
|. rows with missing values are removed
* removing a minority row further decreases the data coverage
2. missing values are replaced with the column average
* the average value is mostly affected by majorities
* bias further increased
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* Slice Discovery

* ldentifying problematic slices of data that cause bias

* Selectively acquiring the right amount of data for problematic slices

* possibly different amounts of data per slice s.t. accuracy and fairness on all
slices are optimize

Slice: feature + value
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Big Picture
> Why responsible data science!?
> Data science ethics

Fairness
o Fairness measures in ML

> AIF360
Reweighting

Responsible Data Management
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* FairML book, chapter 4: https://fairmlbook.org/
* Slides by Jiannan Wang in CMPT 733

* Slides by Sudeepa Roy in CompSci 590 Spring’23, Duke University

* Fatemeh Nargesian, Abolfazl Asudeh, and H. V. Jagadish, “Responsible Data
Integration: Next-generation Challenges.” SIGMOD’22 Tutorial
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CMPT133
Privacy Enhancing Technologies

Instructor Zhengjie Miao
Course website https://coursys.sfu.ca/2025sp-cmpt-/33-g| /pages/
Slides by Ricardo Silva Carvalho | SFU’s Big Data Hub
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Topics Today

* Overview of privacy preserving technologies

* Previous attempts at privacy and possible
attacks

* Understand the goal and applicability of
commonly used privacy tools.

Image by Engin Akyurt
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https://www.pexels.com/photo/black-and-white-dartboard-1552617/

WHAT DO WE MEAN BY PRIVAGY?
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PROTECT PERSONAL DATA

* According to GDPR, "personal data" means:

Any information relating to an
"identified or identifiable natural person
(‘data subject’)", which is:

* One who can be identified, directly or indirectly, image by Angela Roms
in particular by reference to:

* an identifier such as a name, an identification number, location data, an online identifier or
to

* one or more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person.
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https://www.pexels.com/photo/empty-name-tag-on-black-background-7319158/

PROTECT PERSONAL DATA

 Goal: Reduce chances of identification

* Sensitive data (and subject) S
* Health records - PROPERTY §
* Location data 5

* Private conversation

* Disclosure can be harmful

* Data = leverage

Image by Travis Saylor
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https://www.pexels.com/photo/black-and-white-private-property-signage-951375/

PRIVAGY AWARENESS

* 87% would not do business with a company if they had concerns about
its security practices. Source: McKinsey's Survey, North America, 2020

Healthcare Pharmaceuticals/ Retail Advanced Aerospace Automotive Consumer Media and
medical electronics and defense  and assembly packaged  entertainment
goods
Financial Electric Technology Travel, Telecom- Public Agriculture Qil and
services power,/ transport, munications sactor and gas
natural gas and logistics government

Most
Trusted
Industries

I
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https://www.mckinsey.com/capabilities/risk-and-resilience/our-insights/the-consumer-data-opportunity-and-the-privacy-imperative

PRIVACY IS NOT JUST ABOUT SENSITIVE DATA

* Depends on the parties involved
* Appropriate consent

e How the data will be shared?

* Examples
* Our medical data
* Facial recognition
* Location tracking

* Data subjects in control of their data
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https://www.pexels.com/photo/black-white-and-brown-chess-board-game-139392/

PRIVAGY AWARENESS

* 87% would not do business with a company if they had concerns about its
security practices. Source: McKinsey's Survey, North America, 2020

Somewhat Not too
Very important important important N/A

Content of email 68 13 ; 4

Identity of email correspondents 62 16 ' 6
Content of downloaded files 55 19 5

Importance | ,cation gata 7 S N Y 6 4
by type of
. . Content, usage of online

dlgltal data chatrooms, groups ot 1% 2

Websites browsed 46 23 3

Searches performed 44 25 4

Apps and programs used o) 27 5

2025-03-25 Times of internet usage 33 17 5



https://www.mckinsey.com/capabilities/risk-and-resilience/our-insights/the-consumer-data-opportunity-and-the-privacy-imperative

SHARING SENSITIVE DATA GAN BE BENEFITIAL

* Academic research

* Policy making

* Searching for terrorists
* Drug trials

* Market research

* Large-scale crisis

Image by Fauxels
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HOW CAN WE ENABLE THE USE
OF SENSITIVE DATA,

WHILE PROTECTING THE PRIVACY
OF THE DATA SUBJECTS?




PRIVAGY IS DIFFERENT FROM SEGURITY

* Limit knowledge vs Limit access

User A Sel:r;:;t;ve System B Analysis Internet
Output
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PRIVAGY: INPUT vs OUTPUT

* Input
* Trusted Curator
» Secure Enclaves
* Encryption

* Output
* Anonymization
* Differential Privacy
* Synthetic Data

Image by Oleksandr Pidvalnyi
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PRIVAGY ENHANCING TECHNOLOGIES

* Anonymization

* Differential Privacy

* Synthetic Data

* Homomorphic Encryption

* Secure Multi-Party Computation
* Federated Learning

Steven Bergner, Zhengjie Miao - CMPT 733


https://www.pexels.com/photo/code-projected-over-woman-3861969/

ANONYMIZATION
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ANONYMIZED DATA

* General Data Protection Regulation
(GDPR) defines "anonymized data":

“information which does not relate to an identified
or identifiable natural person or to personal data
rendered anonymous

in such a manner that the data subject is not or no
longer identifiable.”

Image by Christian Gonzalez
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https://www.pexels.com/photo/drone-shot-of-people-walking-on-pedestrian-lane-4232157/

ANONYMIZED DATA

* GDPR WP29

* Data is anonymized when three things are
impossible
* the “singling out” of an individual,
* the linking of data points of an individual to
create a larger profile (“linkability”)

* and the ability to deduce one attribute from . el el p"
another attribute (“inference”). image by Christian Gonzalez
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https://aircloak.com/wp-content/uploads/WP29-Opinion-on-Anonymization.pdf
https://www.pexels.com/photo/drone-shot-of-people-walking-on-pedestrian-lane-4232157/

ANONYMIZATION

* From |IAPP's Guide;

* Anonymization techniques basically reduce the
"identifiability” of one or more individuals from
the original dataset to a |evel acceptable by the
organization's risk portfolio

e Goal:

* Reduce chances of identification
* Personable Identifiable Information (PII)

2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733
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ANONYMIZATION

* |APP Glossary of Privacy Terms:

* "The process in which individually identifiable
data is altered in such a way that it "no longer
can be™ related back to a given individual"

*has a negligible chance to be

Image by Christian Gonzalez
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Personal data and Anonymization

|. Direct identifiers
* Name, Passport number

2. Indirect or Quasi-identifiers
* Gender, zip code, birthdate

3. Sensitive identifiers
* Diagnosis, Browser log

Image by Angela Roma

* Truly anonymized data is no longer subject to GDPR
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https://www.pexels.com/photo/empty-name-tag-on-black-background-7319158/

How to Anonymize personal data?

* In general, involve complex analysis

* How to assess "identifiability"?
* Requires subject-matter experts

* Example: Medical data usually requires someone with
sufficient healthcare knowledge to assess how unique
(i.e., how identifiable) a record is

Image by Pexels
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https://www.pexels.com/photo/person-in-white-dress-shirt-holding-pen-writing-on-white-paper-7578815/

How to Anonymize personal data?

* Techniques have specific purpose
* Usually, we combine multiple techniques

* Hard to assess risk of disclosure

* Typical trade-off between:
* Data quality
* Level of de-identification
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SOME ANONYMIZATION APPROACHES

* Pseudonymization
* Suppression

* Masking

* Generalization BRBED |
* Swapping

e Perturbation

* Aggregation
Image by Miguel Padrifidn

* K-anonymity
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https://www.pexels.com/photo/close-up-shot-of-keyboard-buttons-2882638/

Pseudonymization

* Replacing identifying data with pseudonyms

* Use-case:When original values are securely kept but can be retrieved
and linked back to the pseudonym

» Still is "personal data" according to GDPR

Identity Table
ren e e ren e conie [ oo e
Charlie 29 24572 24572 Charlie
Bob 34 M ‘ 84625 34 M ‘ 84625 Bob

Alice 55 F 45342 55 F 45342 Alice
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* Attribute suppression

* Use-case:When attribute cannot be suitably anonymized
* A "derived" attribute may be a better option

* Record suppression
e Use-case:When the row is an outlier

Student | Teacher _| Score _ m

Alice Rachel 88 Rachel

Bob Rachel 92 ‘ Rachel 92
Charlie John 89 John 89
Donald John 79 John 79
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* Changing characters by a constant symbol

* Use-case:When hiding part of a string is "enough”

993831 $S1040 4 99x XXX S1040
880012 S509 2 ' 88XXXX S509 2
770344 S839 3 7 7XXXX S839 3
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* Reduce precision: create larger categories, ranges

e Use-case: Generalized values can still be useful

T erson | Age | Address

383745 369 East Street 383745 21-30 East Street
827459 45 1047 Pinetree Road ‘ 827459 41-50  Pinetree Road
925870 30 770 Tampa Avenue 925870 21-30 Tampa Avenue
498544 37 291 Lloyd Street 498544  31-40  Lloyd Street
147402 64 107 Stone Road 147402 >60 Stone Road
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* Rearranging attribute data

* Use-cases:When there is no need for analysis of relationships
between attributes at the record level.

Professor 20 Mar 1990 Salesman |3 Dec 1982

Salesman 10 May 1978 3 Nurse |7 May 1985 8
Nurse 22 Feb 1994 8 ‘ Lawyer 20 Mar 1990 3
Lawyer 17 May 1985 5 Programmer |0 May 1978 1
Programmer 13 Dec 1982 1 Professor 22 Feb 1994 2
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* Slightly modifying values, e.g., rounding or adding noise.
* Base-x: rounding to the nearest multiple of x

* Use-case:When small changes are acceptable

* Example: base-5,3,3

mm mm

987352 987352

292944 177 70 36 292944 175 69 36
862833 158 46 20 ‘ 862833 160 45 21
134973 173 75 22 134973 175 75 21
738937 169 82 44 738937 170 81 42

2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733



e Summarize values

* Use-case:When aggregated data fulfills the purpose

person | ncome | Donation

854865 S4000 $200
Income (S) Sum of Donations ($)

376972  $6000  $300
1000 - 2999 2 200
198309  $2000  $100
736392 $5000  $300 —> 5000 - 4999 ? >0
5000 - 6999 3 1300
282763  $3000  $300
743639  $5000  $700

937354  $1000 $100
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K-anonymity

* K-anonymity is a property of a dataset

* A dataset is k-anonymous if quasi-identifiers for each person in the dataset
are identical to at least k — | other people also in the dataset.

* We compute the k-anonymity value based on one or more columns, or fields,
of a dataset.
2-anonymous

997356 34 990023 34
990023 35 ) ;3
334863 77 330121 78
330121 78 330121 78
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K-anonymity

F Lawyer 21-30 F Lawyer
32 M Salesman 8 3140 ™M Salesman 8
20 F Banker 2 236 F Barker =
49 F Web Developer 11 41-50 F 11
21 F Legal Assistant 9 ‘ 21-30 F Legal Assistant 9
34 M Salesman 13 31-40 M Salesman 13
49 F Programmer 5 41-50 F 5
27 F Legal Assistant 3 21-30 F Legal Assistant 3
33 F Lawyer 8 21-30 F Lawyer 8

"Orders" was considered as a non-identifier, without a
need to further anonymize this attribute.
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K-anonymity

e |ssues:
* The value of k is not indicative of protection level
* There is no formal indication of how to choose k

* To choose k:
* Understand risk of privacy incidents
* Try out typical values (e.g.,5 to |5)

* K-anonymity is hard but still used, especially in healthcare
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POSSIBLE ATTACKS
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* Use auxiliary information (side knowledge) to
re-identify individuals

* Example: m-m

647 31-40 M
— 67%** 41-50 M 70k
— 647 41-50 F 80k
— 67*** 31-40 F 50k
- 627K 21-30 M 40k

* Suppose you know a friend with:
* Zip Code: 64152, Gender:F
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* [Sweeney, 2002] reports that, from the 1990
U.S. Census they observed:

* 87% (216 million of 248 million) of the population in
the United States had reported characteristics that
likely made them unique based only on:

* 5-digit Zip Code
* Gender
* Date of birth

Image by San Fermin Pamplona
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https://epic.org/wp-content/uploads/privacy/reidentification/Sweeney_Article.pdf
https://www.pexels.com/photo/bird-s-eye-view-of-group-of-people-1299086/

* Comparing two data points

|. Group and subgroup
* Total purchased per store/day
* Total purchased per loyal program/store/day
—> Only you and another person used loyal program X in day Y

2. Times tand t+l|
* Average salary of employees in 2020
* Average salary of employees in 2021
—> Only you and another individual were hired

Image by Markus Spiske
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TABLE 1: FICTIONAL STATISTICAL DATA FOR A FICTIONAL BLOCK

|. Define constraints AGE
STATISTIC GROUP COUNT MEDIAN MEAN
2. Look for valid values 1A total population 7 30 38
Z2A female 4 30 33.5
e I o 2 22
O — TS R D
Example for ZB 2th|te ................................................................. 324 ............. 24 ......
« AgesA,B,C, egA<B<C A sgleaduts [0 D) D)
o B=3O 3B married adu.lts . 4 51 54
4A black or African American female 3 36 36.7
° I <=A<=B<=C<= I 25 4B ................... b laCkorAfrlcanAmerlcanmale[D] ............. [D] ............ [D] ......
* (AtB+C)/3 =44 4c whitemale ) [0 (D
These constraints already D white female L0 B ) B ()
leave us with only S — E :fgy:g} ............. Eg} ............ g ......
30 Poss|b|||t|es of (A’B’C) s p erson564yearsorover[D] ............. [D] ............ [D] ......

.................................................................................................................................................

Note: Married persons must be 15 or over
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https://ecommons.cornell.edu/handle/1813/89104

* Seminal work: [Dinur and Nissim, 2003]
* [Dwork and Roth, 2014]:

"Fundamental Law of Information Recovery"

* Giving overly accurate answers to too many questions will
inevitably destroy privacy.

* Overly accurate estimates of too many statistics will
divulge the entire database, no matter how one attempts
to blunt the attack by introducing inaccuracies.

Image by Seven Storm
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https://dl.acm.org/doi/10.1145/773153.773173
https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf
https://www.pexels.com/photo/green-and-yellow-crane-439416/

ATTEMPTS AT PRIVACY
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The Netilix Prize dataset

AN & N Alice
° i 7o & & Bob
Netflix Prize: SRR S T criie
* 10% of users S & S & Danielle
o : BE & I g Erica
Average of 200 ratings/user & Z o o
° Example of result: Anonymized Public, incomplete
* An attacker who knows the NetFlix data IMDB data
subscriber’s ratings on o 5 P& Alice
2 movies and the dates has el
a 64% chance to completely — i v & ©[& C:::e';e
identify the subscriber. S o9 Evica
« Goes to 80+% for 71 Frank
unpopular movies. Identified NetFlix Data
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https://arxiv.org/abs/cs/0610105
https://arxiv.org/abs/cs/0610105

* Anonymized medical history
of patients (all hospital visits, diagnosis,
prescriptions)

* Latanya Sweeney
* MIT Grad Student
* Purchased Cambridge
voter roll for $20

* |dentified the medical information
of William Weld, former governor
of Massachusetts

2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733

Name

Address

Ethnicity

Visit date

Date
registered

Diagnosis

Procedure

Party
affiliation

Medication

Date last
voted
Medical Data Voter List

Total charge

Image by:“Matching known patients to

health records in Washington State
R > 0



https://arxiv.org/abs/1307.1370
https://arxiv.org/abs/1307.1370
https://arxiv.org/abs/1307.1370

World's Biggest Data Breaches & Hacks Data Breaches by data sensitivity

Selected events over 30,000 records
UPDATED: Sep 2022
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks

30 ANONYMIZATION DOES NOT
WORK?
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Does Anonymization work?

* Anonymization can work if done properly

* Many previous fiascos had datasets mislabeled as anonymous
* Mostly because of existing quasi-identifiers
* Only removing direct identifiers is not enough!

* A systematic review of attacks of health data shows:

* Only 2 out of 14 attacks were on datasets properly anonymized, with one of
them having re-identification only of 2 out of 15,000.
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https://journals.plos.org/plosone/article?id=10.1371/journal.pone.0028071

Using Anonymization in practice

* We must be careful
* High dimensional data is very challenging

* Subject-matter expert is essential
* Double-check to remove quasi-identifiers
* Usually, it will be tailored to one purpose

Image by Artem Podrez

* Data does not live in isolation
*  What are other possible external datasets?
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https://www.pexels.com/photo/person-looking-through-the-microscope-5726835/

Anonymization is hard and may not he enough

* The anonymization necessary may
destroy utility

* High-dimensional data is essentially
unique

* Privacy needs to be dealt very
seriously
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https://www.pexels.com/photo/monochrome-photo-of-math-formulas-3729557/

We need FORMAL privacy guarantees

* Anonymization techniques depend on
the dataset

* What happens when the dataset we
anonymized is updated?

* It's hard to define every nuance in a
dataset to guarantee privacy
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https://www.pexels.com/photo/empty-name-tag-on-black-background-7319158/

HOW TO WRITE A FORMAL
DEFINITION OF PRIVACY?
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Formal Privacy definition

* What are we looking for?

* |deal scenario:
If the output of an algorithm
on a dataset containing my data

does not change if
| remove my data from that dataset

then my privacy is fully protected.

Image by Lum3n
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https://www.pexels.com/photo/black-click-pen-on-white-paper-167682/

Formal Privacy definition

* Can we construct a useful algorithm which does not change a given
output no matter who we remove from the dataset!?

g

Py )
:&’j-/:i
§ ot
f"J
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https://www.pexels.com/photo/brain-shape-eraser-and-a-paper-clip-6192326/
https://www.pexels.com/photo/brain-shape-eraser-and-a-paper-clip-6192326/
https://www.pexels.com/photo/brain-shape-eraser-and-a-paper-clip-6192326/

Formal Privacy definition

* Can we construct a useful algorithm which does not change a given
output no matter who we remove from the dataset!?

No!

* What can we do instead!?
 Offer a knob to tune Privacy vs Utility (accuracy)
* Plausible deniability
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INTRODUCTION TO
DIFFERENTIAL
PRIVAGY - DP
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Difierential Privacy - What do we want?

* Quote from [Dwork and Roth, 2014]:

Differential Privacy describes a promise,
made by a data holder, or curator,
to a data subject:

“You will not be affected, adversely or otherwise, by allowing your data to
be used in any study or analysis, no matter what other studies, data sets,

or information sources, are available.”
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https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf

Difierential Privacy - Intuition

* If algorithm M is differentially private, then
for any individual data (e.g., my data) in any dataset D

Dataset D 4
(with [
my data) N

Algorith e e
gﬂ; o “Similar” Outputs
Dataiit D’ / - Plausible deniability
(D without - Tunable parameters

.
llllllll
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Differential Privacy - In practice

Barrier

Database Curator : Analyst or Adversary

* Too many accurate answers lead to reconstruction of data

* We will "add noise" to avoid that

* How to set the noise?
* g-differential privacy: Pr[M(D) = o] < e®* Pr[M(D’) = o]
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IS DP the best choice for my
problem?

2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733




IS DP the right tool for my problem?

* Designed for analyses that do not heavily depend on
individual data
* |s just one person likely to change the result?

________

* Analysis' results should be about the same if small
changes in the data occur

* Examples
* How aggregated do the results need to be!
* Are you interested in outliers?

Image by Pixabay
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https://www.pexels.com/photo/black-claw-hammer-on-brown-wooden-plank-209235/

DP In summary

* [Dwork and Roth, 2014]:

* "Differential Privacy addresses the paradox of learning nothing about
an individual while learning useful information about a population.

It is a definition, not an algorithm."
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https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf

SYNTHETIC DATA
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synthetic Data

 Create data that resembles the sensitive
data while maintaining privacy

* Only useful if keeps similar utility to original Sensitive
data Database

* What is the purpose!

*Synthetic data by default is not privacy preserving
* Example: Membership Inference Attacks [Shokri et. al, 201 7]

*To guarantee privacy, Differential Privacy can be used

2025-03-25 Steven Bergner, Zhengjie Miao - CMPT 733
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Database



https://www.youtube.com/watch?v=rDm1n2gceJY

GONTENTS

Introduction to PETS

Examples of:
* Anonymization
* K-anonymity
* Differential Privacy
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